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How to Crack Your Forgotten Windows Password
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® The user name or password is incorrect,
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Here at How-To Geek, we’ve covered many different ways to reset your password for Windows—but
what if you can’t reset your password? Or what if you’re using drive encryption that would wipe out
your files if you changed the password? It’s time to crack the password instead.

To accomplish this, we’ll use a tool called Ophcrack that can crack your password so you can login

without having to change it.

Download Ophcrack

The first thing we will need to do is download the CD image from Ophcrack’s website. There are two
options to download, XP or Vista, so make sure you grab the right one. The Vista download works with
Windows Vista or Windows 7, and the only difference between XP and Vista is the “tables” Ophcrack

uses to determine the password.



Download ophcrack LiveCD

The latest version of ophcrack LiveCD is 2.3.1 (including ophcrack 3.3.1)

ophcrack XP LiveCD ()
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mdasum: 1332a09a351b3f05a7524dded9cdedbl

ophcrack Vista LiveCD @
ophcrack-vista-livecd-2.3.1.iso

md5sum: 080a75ed7af82b58b1659ec1aB8albc4

Once the .iso file is downloaded, burn it to a CD using the guide below.
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File View Mode Tools Help

Source
s (\Desktop\RestoreCD_dual.iso
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Label:
Imp ID:
File Sys:

WHSRST3_EN
Unknown
1509660 [Bootable]

Sectors:
Size:
Time:

203,449 [MODEL/2048)
416,663,552 bytes
45:14:49 [MM:55:FF)

Destination

20

|2 [0:0:0) HL-DT-ST DVD+-RW GSA-H2LN (F:)
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HL-DT-5T DVD-=-RW GSA-HI1N 1.00 [ATA)
Current Profile: CD-R

Disc Information:

Status: Empty

State of Last Session: Empty

Erasable: No

Free Sectors: 359,847

Free Space: 736,966,656 bytes

Free Time: 79:59:72 (MM:55:FF)

Next Writable Address: O

Supported Write Speeds: 16x, 24x, 40x

ATIP Information:

Disc ID: 97 m26seat

Manufacturer: CMC Magnetics Corp.

Start Time of Leadlin: 97 m26s661

Last Possible Start Time of LeadOut: 79m59s74f

Performance (Write Speed):

Settings

Write Speed: (MAX)

Coples:
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If you are going to be cracking your password on something that doesn’t have a CD drive, such as a
netbook, download the universal USB creator from PenDrive Linux (Link Below). A USB drive will not
only run faster but you can also use a single USB drive for Windows XP, Vista, and 7 if you copy the

needed tables to the drive.




B Universal USB Installer 1.7.9.8 Setup = B e
- ~<= USRB Installer
Setup your Selections Page FPendrivelinux. COm g
Choose a Linux Distra, ISQ/ZIP file and, your USE Flash Drive. -

Step 1: Select a Linux Distribution from the dropdown to put on your USE.

[Dphaadr.xp v] We Found and Selected the iso.

Step 2 DOME: ophcrack-xpivecd-2. 3. 1.iso Found and Selected!
C:\Users\yrothgar\Downloads\ophoradk-xpdivecd-2. 3. Liso Browse

Step 3: Select your USB Flash Drive

We will format E:\ as Fat32.

Click HERE to Visit the Universal USE Installer Page for additional HELP

Universal USE Installer htkp: [ fwnaa, pendrivelinu:, com

[ Create ] [ Cancel

To create a USB drive that works with all versions of Windows, download the free password tables from
Ophcrack’s website.

Note: There are free tables available on Ophcrack’s website and there are paid tables, the paid tables
will typically get the job done faster and will be able to crack more complex passwords but the paid
tables may not fit on a USB drive because they range in size from 3 GB to 135 GB.

Vista free (461MB)

Success rate: 99%
Charset: based on a dictionary with variations (hybrid mode)



Now extract the tables to \tables\vista_free on the USB drive and they will be used automatically by
Ophcrack.

» Computer » PENDRIVE (E:) » tables »

- Share with - Mew folder
Fites MName

sktop | wvista_free
wnloads . xp_free_small

Boot from CD/USB
Boot the computer from the CD or USB drive that you created.

Note: On some computers you may have to go into the BIOS settings to change the boot order or push a
key to show the boot menu.



opherack LiveCD

~ OBJECTIF SECURITE Ophcrack Graphic mode - manual

Ophcrack Graphic mode - low RAM
Ophcrack Text mode

running on...

Once the disk is done booting, Ophcrack should start automatically and will begin cracking the
passwords for all of the users on your computer.

Note: If the computer boots and you only have a blank screen or Ophcrack doesn’t start, try restarting
the computer and selecting manual or low RAM options on the live CD boot menu.




Progress | Statistics | Preferences |

Usar T | LM Hash NT Hash el | w2 | NT Paxd
Administrator dlddS86EcAl22blb,
Guest FdficfeOdl Baed3. .. ampty
HomaGrouplsery SdGa0000BdDT1. ..
Hard Pasword 764073 bd 7180,
EasyPassword #af326a34850225. .
£+ 3
Tabla Darectory Status Pirog ness
G- @ Vistafree  [imntihdcitablesiy, &% in RAN I |

If you have a complex password it will take a lot longer than simple passwords, and with the free tables

your password may never be cracked. Once the crack is done you will see the password in plain text,
write it down and reboot the machine to login. If your password isn’t cracked, you can also log in as one
of the other users with admin rights and then change your password from within Windows.

Usar N LM Hash
Administrator
Guest
HomeGrouplserd
HandPazsword
EasyPassword

NT Hazh LM Pwd 1 LM Pwd 2 NT Pwd
dla40865122blb. ., Adminkstrabor
21dacfeld]lfeed3. . empty
SdGa0000bEdRTI... not found
TEdT7 3 b T180... et found
Baf326aad850225... 1234567890

With the free tables available you will not be able to crack every password, but the paid tables range
from $100 to $1000 so you may be better off just resetting your password with on of these tutorials:

e Reset password with Ubuntu live CD

e Change password with Linux System Rescue CD




e Reset password with Ultimate Boot CD

e Reset password with password reset disk

You can get all of the software needed for password cracking from these links.

e Ophcrack homepage

e Burnaniso file to disc

e Pendrive Linux Universal USB creator

If you aren’t using drive encryption and you’ve got a tough password, it’s usually much faster to reset
the password using one of the tools above, but we like to show you all the different techniques that you
can use.

This article was originally written on 09/28/10

Pasted from <http://www.howtogeek.com/howto/29694/how-to-crack-your-forgotten-windows-

password/>




